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Class Outline

§ Upon successful of this lecture, you will know about:

o The conventional approaches and techniques to model security threats of an AI system and the benefits on how they help 

system analysts to identify hidden security threats.

o Basic security models that could be helpful to protect AI systems against security threats.
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Recap on Security Threats

§ Security threat (n.) in computer engineering and science field is a set of harmful activities that could potentially 

threaten computer users or systems.
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The Internet Engineering Task Force (IETF) defines 

“Security Threat” in RFC 4545 as “A potential for violation 

of security, which exists when there is an entity, 

circumstance, capability, action, or event that could 

cause harm”.

The National Institute of Standardization and Technology 

(NIST) defines “Security Threat” in NIST SP800-160, Vol. 2 

as “An event or condition that has the potential for 

causing asset loss and the undesirable consequences or 

impact from such loss”.

Security Threats!



Basic Types of Security Threat – STRIDE Model
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Threat Meaning/Example Related Security Property

Identity Spoofing An attempt to use someone else’s password to authenticate to services 

as that person.

Authentication

Data Tampering An attempt to modify data either the data at rest, or the data during the 

trasmission.

Integrity

Repudiation An attempt to deny having performed data manipulation. Non-repudiation

Information Disclosure An attempt to read user data without permission, or eavedrop a data 

communication channel.

Confidentiality

Denial of Service An attempt to provide flood of traffic to a system with the intention to 

make it unavailable.

Availability

Elevation of Privilege An attempt to gain higher privilege to a less privilege account. Authorization



Weaknesses and Vulnerabilities Lead to Threats

§ Security threats occurred when attackers exploit on system’s weaknesses, or vulnerabilities to gain some 

benefits.
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“A weakness is a condition in a software, firmware, 

hardware, or service component that, under certain 

circumstances, could contribute to the introduction of 

vulnerabilities.” – MITRE foundation.

“A vulnerability is a flaw in a software, firmware, hardware, 

or service component resulting from a weakness that can 

be exploited, causing a negative impact to the 

confidentiality, integrity, or availability of an impacted 

component or components.” – MITRE foundation.



Security Threat Modeling Techniques

§ Security Threat Modeling is a group of analysis techniques or methods to identify potential threats to a target 

system.

§ There are three main approaches, which are:

o Attacker Approaches: This group of approaches aims to identify who are the attacker, what are their intentions to attack, 

and how they can exploit the system.

o Asset Approaches: This group of approaches aims to identify values of asset in the target system, and how attackers can 

reach the asset.

o Software Approaches: This group of approaches aims to identify potential vulnerabilities that attackers are likely to 

exploit in a software system, and how attackers can access to those vulnerabilities.
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Security Threat Modeling Techniques
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1. Attack Tree Analysis

§ Attack Tree Analysis formulates potential attacks on the target system as a tree structure, where the root nodes 

represent attack goals and objectives, and the leaf nodes represent the various methods for achieving those 

goals.
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1. Attack Tree Analysis

§ Examples of An Attack Tree Analysis Result:
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“directed and”

“undirected and”



1. Attack Tree Analysis

§ Examples of An Attack Tree Analysis Result:
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2. Fault Tree Analysis

§ Fault Tree Analysis is similar to the attack tree analysis, but it is a top-down approach to identify the potential 

component-level failures (basic events) that cause the system-level failures (top events) to occur.
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2. Fault Tree Analysis

§ Examples of Fault Tree Analysis Results:
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3. Abuse Case Analysis

§ Abuse Case Analysis is the opposite technique of use case analysis (i.e., modeling use cases that users will 

interact with the target system), which aims to identify cases that are considered abuse to the system.
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3. Abuse Case Analysis

§ Abuse Case Description: Similar to use 

case description, it is required to clearly 

describe abuse cases with steps.
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4. Microsoft Secure Development Lifecycle

§ Microsoft’s Security Development Lifecycle (MS SDL) Threat Modeling Tool is a well-known technique and set 

of tools introduced by Microsoft to help model target systems, analyze threats from predictable categories, and 

document them systematically.
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4. Microsoft Secure Development Lifecycle

§ Microsoft’s Security Development Lifecycle (MS SDL) Threat Modeling Tool is a well-known technique and set 

of tools introduced by Microsoft to help model target systems, analyze threats from predictable categories, and 

document them systematically.
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Step 1: Modeling the target system with a Data Flow Diagram (DFD)



4. Microsoft Secure Development Lifecycle

§ Microsoft’s Security Development Lifecycle (MS SDL) Threat Modeling Tool is a well-known technique and set 

of tools introduced by Microsoft to help model target systems, analyze threats from predictable categories, and 

document them systematically.
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Step 2: The tool automatically analyzes the model against predefined sets of threats.

The tool analyzes threats using the STRIDE model: 
Spoofing, Tampering, Repudiation, 
Information Disclosure, Denial of Service, and 
Elevation of Privilege.



4. Microsoft Secure Development Lifecycle

§ Microsoft’s Security Development Lifecycle (MS SDL) Threat Modeling Tool is a well-known technique and set 

of tools introduced by Microsoft to help model target systems, analyze threats from predictable categories, and 

document them systematically.
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Step 3: The tool automatically generates a threat modeling report.



4. Microsoft Secure Development Lifecycle

§ Microsoft’s Security Development Lifecycle (MS SDL) Threat Modeling Tool is a well-known technique and set 

of tools introduced by Microsoft to help model target systems, analyze threats from predictable categories, and 

document them systematically.
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Step 3: The tool automatically generates a threat modeling report.



4. Microsoft Secure Development Lifecycle

§ An example of DFD, following the MS SDL’s threat modeling tool.
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A Summary of Security Threat Modeling Techniques

§ Threat modeling techniques are aimed to identify hidden security threats that potentially occur in a target 

system.

§ The main target of security threats are the system itself, assets, or software application.

§ The key expected outcomes of security threats are

1. Denial of Services – Make the target system unavailable or failure

2. Access to unauthorized parts – Make benefits from assets or information that should not be accessible.

3. Takeover the system or cause harmful events – Make chaotic activities that cause harmful to the system’s users or 

information.

§ Threat modeling techniques did not protect security threats directly. So, how to protect?
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Basic Security Model

§ Security models are functional, protocol, or process models that are defined to ensure the alignment with 

security goals.

§ There are four classic security models that are typically discussed:

1. Bell-LaPadula Security Model

2. Biba Security Model

3. Clarke Wilson Security Model

4. Brewer-Nash Security Model
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1. Bell-Lapadula Model

§ Bell-Lapadula Security Model was 

developed by two scientists, David Elliot Bell, 

and Leonard J. LaPadula, to help maintaining 

the confidentiality of information.

§ There are three important rules:

o Simple Confidentiality Rule (No Read Up), 

o Star Confidentiality Rule (No Write Down), 

o Strong Star Confidentiality Rule (No Read 

Write Up Down)
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2. Biba Model

§ Biba Security Model was developed by a 

scientist, Kenneth J. Biba, to help maintaining 

the integrity of information. It works the exact 

reverse of Bell-LaPadula security model.

§ There are three important rules:

o Simple Integrity Rule (No Read Down), 

o Star Integrity Rule (No Write Up), 

o Strong Star Integrity Rule (No Read Write Up 

Down)
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3. Clarke Wilson Model

§ Clarke Wilson Security Model is a highly secured model where the accessibility scope of each item within a target 

system is carefully evaluated.

§ There are three entities in this model: Subjects, Constrained Data Items, and Unconstrained Data Items.

§ There are two components: Transformation Processes, and Integration Verification Processes. 
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4. Brewer-Nash Model

§ Brewer-Nash Security Model, or Chinese Wall Model defines how to control read and write access based on the 

”conflict of interest” rules.

§ Once a subject accesses a data object, he/she are automatically assigned into a group.

§ From then on, the subject can only access objects of the same group.
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End of the Lecture

Please do not hesitate to ask any questions to free your curiosity,

If you have any further questions after the class, please contact me via email (charnon@cmkl.ac.th).
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